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1. (Cancelled). 

2. (Previously Presented) The method of claim 5, wherein the ACD is created 
through decrypting CID in the content as a function of the PK and RN, and the ACD is compared 
with the ROD and the content is allowed to be played or not depending on an outcome of the 
comparison, 

3. (Previously Presented) The method of claim 5, wherein the ACD includes at least 
part of the second data set 

4. (Cancelled). 

5. (Currently Amended) A method comprising: 
receiving remotely originating data (ROD); 

creating a customized identification (CID) which is at least partially created through 
encrypting the ROD as a function of a platform key (PK) and a random number (RN) of a 
computer system receiving the ROD; 

receiving content including at least one watermark in which at least part of the CID is 
embedded, wherein the content includes first and second data sets, the first data set includes the 
CID and RN and is used to create a watermark key (WK), and the second data set includes the 
ROD and is extracted utilizing the WK; and 

creating authentication comparison data (ACD) which is at least partially created through 
decrypting data embedded in the watermark. 
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6. (Previously Presented) The method of claim 5, wherein the second data set 
further includes copy control data. 

7. (Currently Amended) A method comprising: 
receiving remotely originating data (ROD); 

creating a customized identification (CID) which is at least partially created through 
encrypting the "ROD as a function of a platform key (PK) and a random number (RN) of a 
computer system receiving the ROD; 

receiving content including at least one watermark in which at least part of the CID is 
embedded, wherein the content includes first and second data sets, the first data set includes the 
ROD and RN and is used to create a watermark key (WK), and the second data set includes the 
CID and is extracted utilizing the WK; and 

creating authentication comparison data (ACD) which is at least partially created through 
decrypting data embedded in the watermark. 

8. (Previously Presented) The method of claim 7> wherein the second data set 
further includes copy control data. 

9. (Currently Amended) An apparatus comprising: 

storage media including instructions stored thereon which when executed cause a 
comptitcr system to perform a method including: 
receiving remotely originating data (ROD); 

creating a customized identi fication (CID) which is at least partially created through 
encrypting the ROD as a function of a platform key (PK) and a random number (RN) of a 
computer system receiving the ROD; 

receiving content including at least one watermark in which at least part of the CID is 
embedded, wherein t he content includes first and second data sets, the first data set, including the 
CID and RN, is used to create a watermark key (WK) and the second data set, including the 
ROD, is extracted utilizing the WK; and 
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creating authentication comparison data (ACD) which is at least partially created through 
decrypting data embedded in the watermark. 

10. (Previously Presented) The apparatus of claim 9, wherein the ACD is created 
through decrypting CID in the content as a function of the PK and RN, and the ACD is compared 
with the ROD and the content is allowed to be played or not depending on an outcome of the 
comparison, 

1 1 . (previously Presented) The apparatus of claim 10, wherein the ACD includes at 
least part of the second data set. 

12. (Cancelled). 

13. (Cancelled). 

14. (Previously Presented) The apparatus method of claim 9, wherein the second data 
set further includes copy protection data. 

15. (C urrently Amended) An apparatus comprising : 

storage media including instructions stored thereon which when executed cause a 
computer system to perfonn a method including: 
receiving remotely originating data (ROD); 

creating a customized identification (CID) which is at least partially created through 
encrypting the ROD as a function of a platform key (PK) and a random number (RN) of a 
computer system receiving the ROD; 

receiving content including at least one watermark in which at least part of the CID is 
embedded, wherein the content includes first and second data sets, the first data set includes the 
ROD and RN and is used to create a watermark key (WK), and the second data set includes the 
CID and is extracted utilizing the WK. 
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16. (Previously Presented) The apparatus method of claim 1 5, wherein the second 
data set further includes user data. 

17. (Cancelled). 

18. (Previously .Presented) The method of claim 20, wherein the second data $efc may 
be extracted utilizing the WK and authentication comparison data (ACD), which is at least 
partially created through decrypting data embedded in the watermark. 

19. (Cancelled). 

20. (Currently Amended) A method comprising: 
providing data (ROD) to be sent to a remote computer system; 

receiving a customized identification (ClD) which is a function of the ROD and a 
platform key (PK) and a random number (RN) of a remote computer system; 

providing content including at least one watermark in which at least part of the CPD is 
embedded to be sent to a remote computer system, wherein t he content includes first and second | 
data sets, the first data set includes the CID and RN and is used to create a watermark key (WK), 
and the second data set includes the ROD and maybe extracted utilizing the WK, 

2 1 . (Previously Presented) The method of claim 20, wherein the second data set 
further includes user data. 

22. (Currently Amended) A method comprising: 
providing data (ROD) to be sent to a remote computer system; 

receiving a customized identification (CID) which is a function of the ROD and a 
platform key (PK) and a random number (RN) of a remote computer system; 

providing content including al least one watermark in which at least part of the ClD is 
embedded to be sent to a remote computer system, wherein t he content includes first and second | 
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data sets, the first data set includes the ROD and RN and is used to create a watermark key 
(WK), and the second data set includes the CID and may be extracted utilizing the WK 

23. (Previously Presented) The method of claim 22, wherein the second data set 
further includes user data. 

24. (Currently Amended) An apparatus comprising: 

storage media including instructions stored thereon which when executed cause a 
computer system to perform a method including: 

providing data (ROD) to be sent to a remote computer system; 

receiving a customized identification (CID) which i$ a function of the ROD and a 
platform key (PK) and a random number (RN) of a remote computer system; 

providing content to be sent to a remote computer system, the content including first and 
second data sets, the first data set, including the CID and the RN, is used to create a watermark 
key (WK), and the second data set, including the ROD, may be extracted utilizing at least the 
WK 

25. (Previously Presented) The apparatus of claim 24, wherein the second data set 
may be extracted utilizing the WK and authentication comparison data (ACD), the ACD is at 
least partially created through decrypting data embedded in the WK. 

26. (Cancelled). 

27. (Cancelled). 

28. (Previously Presented) The apparatus of claim 25, wherein the second data set 
further includes user data. 

29. (Currently Amended) An apparatus comprising: 

Docket Na42390.F79!9 & 



PAGE 13/16 1 RCVD AT 1/1812005 7:51 :02 PM [Eastern Standard Time] * SVR:U$PT0ffXRM/1 1 DNIS:8729306 • CSiD:7145573347 ' DURATION (mnv$s):0444 



JAN- 18-2005 16:53 FROM : BSTZ 7145573347 TO:USPTO P.14'16 

AppL No. 09/608,982 
Amdi. Dated 1/18/05 

Reply to Office action of February 19, 2004 

storage media including instructions stored thereon which when executed cause a 
computer system to perform a method including; 

providing data (ROD) to be sent to a remote computer system; 

receiving a customized identification (CE>) which is a function of the ROD and a J 
platform key (PK) and a random number (RN) of a remote computer system; 

providing content to be sent to a remote computer system, the content including the first 
data set, including ihe ROD and RN, is used to create a watermark key (WK), and the second 
data set, including the CID, may be extracted utilising at least the WK. 

30. (Previously Presented) The apparatus of claim 29, wherein the second data set 
further includes user data, 

31. (Cancelled), 

32. (Cancelled). 

33. (Cancelled). 
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